Abstract. Shadow IT is relatively new and emerging phenomenon which is bringing number of concerns and risks to the organizational security. Past literature has mostly explored the "negative" effects of the Shadow IT phenomenon, including, for example, the security aspect where Shadow systems are said to undermine the official systems and endanger organizational data flows. But, they are also said to increase innovation. However, the current literature does not provide any evidence of a possible innovation increase. We used three methods to understand if Shadow IT can be an important source of innovation for firms: 1) Single case study with international firm that adopted Shadow IT; 2) Interviews with 15 IT executives and 3) Focus group using twitter as enabling tool to interact with 65 IT professionals. Our study reveals that Shadow IT can be an important source of Innovation for organizations. Finally, our research brings new theoretical contributions for researchers and important insights for practitioners. We also provide limitation and future directions for research.
Introduction
tions was a success. Can Shadow IT really be considered as an important source of innovation for firms? Shadow IT is relatively a new and emerging phenomenon which is bringing number of concerns and risks to the organizational security. Past literature has mostly explored the "negative" effects of the Shadow IT phenomenon, including, for example, the security aspect where Shadow systems are said to undermine the official systems [10] and endanger organizational data flows [11] . But, they are also said to increase productivity and innovation. However, the current literature does not provide any evidence of a possible innovation increase. We are missing a deeper understanding of the phenomenon and its link with innovation. The objective of this paper is to show that the Shadow IT is an important source of innovation for organizations result of illegal activities performed by employees. To achieve our objective we are using a triangulation approach combining three different methods 1) revelatory qualitative case study [12] with a global firm that had successfully adopted Shadow IT innovation process; 2) Interviews with Chief Information Officers (CIOs) and 3) Online focus group using Twitter as enabling tool.
Theoretical background
Shadow IT defines the same autonomous developed systems, processes and organizational units developed without awareness, acceptance, knowledge and support of the IT department [13] . Shadow IT phenomena can be seen as an important security threat [14] . It is also an "insider-threat" where there is strong non-compliance behavior of employees related to the information security policies [15] . "If users do not comply with ISsec policies, ISsec measures lose their efficacy" [16] . Furthermore, Shadow IT has an important dual-use context [17] [18] [19] where its use can have positive and negative consequences. On the possible negative consequences there is the possibility to undermine the official system [10] , endanger organizational data and processes [11] . On the positive side, Shadow IT can be very efficient and effective when used instead of the formal and standard systems in place [20, 21] . Shadow IT is usually situated at the organization borders where it fills the existing gap between users and the solutions provided by the IT department [22] . This is typically business and IT alignment domain which should reveal the organizational capability to fulfil business needs with IT capabilities [23] . That means that IT should be the enabler of business objectives and should strive achieving them in the most efficient way [24] . The lack of alignment between business and IT creates an ideal environment for Shadow Users for the creation of the Shadow Innovations.
Research design
This paper utilizes a triangulation approach that combines three different methods in order to improve accuracy and strengthen our findings. Firstly, we wanted to collect insights from real-life examples where Shadow IT has been implemented. As currently, Shadow IT studies in the innovation context are scarce, we wanted to study one case in depth that would provide us rich understanding of the phenomenon. Single case studies allow researchers to get unique and deep insights of the case under study, especially if the case is extreme, unique, or revelatory [12] . The organization that we studied was an appropriate case as it openly adopted Shadow IT by incorporating it within its information systems (IS) policies. Organization is a medium size international company that has 1,500 employees.
Secondly, we aimed to understand the practitioner's perspective about the Shadow IT topic. We used qualitative method which was appropriate given the high degree of uncertainty surrounding the phenomenon under study. That means, not enough was known a priori about Shadow IT usage and its impact on Shadow Innovations to quantitatively measure it or pre-specify its outcomes. Therefore, qualitative method provided a very rich understanding of the underlying mechanisms, activities, and behaviors that define Shadow IT use actions by Shadow Users. This involved the collection and analysis of empirical data using a qualitative research approach. Qualitative research is defined as "the use of qualitative data such as interviews, documents and participant observation data to understand and explain social phenomena" [25] . [25] observed that qualitative research methods are designed to help researchers understand people and the social and cultural contexts within which they live. [26] also notes that "interviews can be useful tools for unpacking motives and experiences".
Thirdly, as we wanted to leverage the generalizability of our findings we created an online focus group by using Twitter platform. With this approach we were able to target and involve high number of CIOs (already members of the highly visited CIO web portal).
Data collection
We conducted semi-structured interviews for the single case study (1 interview with CIO and 1 with Vice President of IT) and the interviews with executives (15 interviews) that were selected from different organizations: large firms (40%), security companies (20%), governmental agencies (20%), and independent experts (20%). Out of 15 interviewee, 12 were CIOs and 3 were IT executives (1 IT director, 1 VP of IT and 1 Chief Technical Officer -CTO).
For the focus group study we used Twitter as a platform where any CIO was able to post its comments. We had 65 different CIOs that posted at least one tweet (post on Twitter) with a total of 320 unique tweets.
Interviews were designed as set of open ended questions with an idea to cover the Shadow IT topic in depth. Overall, the interviews duration was between 38 and 72 minutes, with an average of 53 minutes. Interviews were conducted between February 2013 and September 2014. All interviews were recorded except one (interviewee declined to be recorded -notes were taken).
Results
In this section, we will present the results.
Single case study
Results from the single case study clearly pointed out that Shadow IT is an important source of innovation. 
Interviews
From the interviews it became clear that Shadow IT is not really such a new phenomenon in itself as users were always trying to bypass IT to come up with their own solutions and tools enabling faster job processes. However, what has recently changed is the arrival of the new technologies such as cloud services, software-as-a-service tools, mobile apps that enabled people to be more innovative through the technology.
For example, (A4) says that "…the phenomenon is nothing really new…however we are witnessing a plethora of new tools and services. Hence, it is more about your job performance and how to optimize it using the innovative technologies available out there. But also, what is the role of IT in this new structure -how IT should be positioned: to allow or disallow?".
For most of the interviewees the right question is how to expand the innovation teams to a wider population of all employees as good idea can come from any employee and not just from a limited number of people. (A9) argues that "…in our organization we count over 50,000 employees and if I compare that number with a li-mited number of people working in innovation labs, it is clear that the focus should shift to the entire organization.".
There was an overall consensus that this new way of approaching the Shadow IT clearly opens the doors to innovation from unexpected angles. In other words, any department, any employee may have hidden talents that can turn to be very innovative. One example came from (A2): "we just had an employee from the financial department who had some very advanced IT programming skills…he came with a small application that automated a process where 6 people were previously involved to have it done….it saves us huge amount of time but also money…he was using unauthorized programs to build the App…but nobody really questioned that part".
Focus group
Overall, participants noted that the time for change has arrived and there is a need for IT departments to adapt to the new realities brought by the latest technological advances which can unleash and spark employee innovation. Clearly, Shadow IT should be driven, explained and encouraged by CIOs.
For (FG1) IT department is not innovating "IT dept. today is still on run mode with lost resources just maintaining. NOT innovating" and one possible reason for this non innovation driven direction is because there is a breakdown in the communication flow between different partners -e.g. (FG20): "Shadow IT is clearly an indication of the breakdown in communication or trust w/IT". For (FG12) it is time so shed light on what Shadow IT is and what it can bring "I argue CIOs should not prohibit shadow IT but rather shed a light on it".
Another tweet from (FG32) pointed out the need to embrace and not to block the Shadow users.
Overall, there was a general consensus about the benefits of encouraging Shadow IT where majority of participants said that Shadow IT can spark the innovation which in this new context would come not only from one single department or lab, but could be generated and driven by a much larger group of people. One participant commented (FG62) "SIT sparks innovation. And it is now available to anyone" and another one (FG55) added "security could be an issue. But benefits could be simply very high".
Discussion
Is Shadow IT an important source of innovation for firms? We tackled this research question by using three different methods: 1) single case study; 2) interviews and 3) focus group. By triangulating the findings from these three methods we can see that Shadow IT can be an important source of innovation for firms. There is a clear link between the Shadow Users (employees) and innovation process. While, these Shadow Users are considered to be benign non-malicious insiders threating Information Systems (IS) and violating IS security policies with benevolent intentions [27] , they can also be important and new source of innovation. Indeed, so far, organizations were typically mostly relying on their innovation departments or labs to produce innova-tions. Interestingly, these user driven innovations benefit innovators (Shadow users) themselves. Hence, users tend to develop fundamentally different innovations because they will alone have benefits from using the innovation [28] . Typically, when Shadow user, for instance, creates a new excel-macro the first user of this newly innovated tool will be the Shadow user. Our research reveals that Shadow IT is an important driver of innovations within an organization. From the single case study, where we analyzed a global firm which openly adopted Shadow IT use, we could see that encouraging employees to propose and suggest their innovative processes led to creating new benefits to the entire organization. This was achieved through an active promotion of Shadow practices where strong alignment between different stakeholders was created in order to have the process secured from end to end. And benefits were manifold. Not only employee's creativity was unleashed but also IT benefited from this end user empowerment as IT department in the newly created environment was much more consulter and became a much stronger gatekeeper for all processes related to Shadow practices. Furthermore, external customers had seen positive effects as tools or services they were using in their organizations, with the new Shadow IT approach, are now marked as allowed. This opened new and more efficient ways for communicating increasing productivity and enabling fast job tasks execution.
Interviews with IT executives were particularly useful as they revealed that Shadow IT phenomenon is currently in a strong expansion with a plethora of new products, services or tools. And it is not a question anymore how to prevent the Shadow use but rather how to cooperate and free employees innovation. It is evident that organizations in order to stay competitive or to keep their competitive advantage need to innovate, and one possible direction is to rely on the entire population of employees.
Focus group approach provided a bit higher level of the relationship and risks behind Shadow IT. It is clear that for innovation to happen it has to be further encouraged and this process should be top-down driven. IT department needs to be strongly involved in this transformational process. On the other side, it was also pointed out that Shadow IT is still relatively an unknown phenomenon despite the fact it is nothing really new. And when something is unknown it tends to bring certain risks that are actual risks. Mostly, it relates to how to efficiently handle security challenges behind these "external" systems or processes use such as, for instance, cloud services [29] . More than anything it is the question of trust. In cloud context the question is "who would trust their essential data out there somewhere?" [30] . Same applies to Shadow IT where risks related to such practices could also be very high and may diminish all the positive effects behind the innovation idea.
Overall, there should be a very strong alignment across the entire organization before any Shadow IT practices are implemented. Past research showed that users innovate as they expect benefits [28] or due to their expertise and knowledge [31, 32] . In Shadow IT, users innovate as they have to fulfill their job needs by doing the job faster and more efficient. To achieve that Shadow users mostly use greynet (communication applications such as Skype), content apps (e.g. PDF tools) or various tools (e.g. Facebook chat) to satisfy these job needs [33] .
Finally, how to approach Shadow IT user driven innovation process is already a burning topic as it is not a question anymore whether organizations should promote, encourage and implement the phenomenon, but rather, how to do it. As not only, if done smartly, the already pending risks may be decreased, but above all, organizations may spark innovation from unexpected places and people. Conclusion
Our research investigated the Shadow IT being and important source of innovation for firms. The study offers novel insights on the role of Shadow users in the organizational innovation process and how they contribute to new innovations by using Shadow IT. We provide several theoretical directions that could benefit from could build upon our theoretical findings. Also, practitioners may benefit from the study as it offers interesting insights on the role that Shadow IT may have when encouraged, promoted and implemented in the entire organizational ecosystem where innovations may come from unexpected places and people.
